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Pandemics and other
health crises
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Global

52% Cyber threats

69%

Cyber threats

Over-regulation

Over-regulation

Policy uncertainty

Uncertain economic
growth

Pandemics and other
health crises

Over-regulation

Geopolitical uncertainty

Availability of key skills

Exchange rate volatility

https://www.pwc.com.tr/tr/publications/arastirmalar/assets/24-ceo-arastirmasi/24-kuresel-ceo-arastirmasi.pdf#page=7: jrxdll
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More firms targeted Frightening range of outcomes - o e . .o . “ o .
The proportion of firms attacked rose Cost of attacks varies widely. 45).& 4..1).3.:.4\ L;J]\ 2021 e\.sd M\M\ L-i\.AA@Jj M”)A\AM PP NN
from 38% to 43%. Many suffered One-in-six firms attacked says its ’
multiple attacks. survival was threatened. - . . . - .
() () e o ) 5l o3 Cacad
O 0|0
©
1/ e o sad al gy cBaanie At g S Cland (e S e o
_ QIS il 6 aal (0 48,4 JSTRansomware Attack 4,28
IT budgets reorient to cyber Ransomware now commonplace
The average firm now devotes more Around one-in-six of those attacke
than a fifth (21%) of its IT budget was hit with a ransom and more %) k_qj\AAj\ e Lal &= 4.439]\ XY @m 4.54@_‘“.43‘ L_ﬂSJ“M %58 00
to cyber security —a jump of 63%. than half (58%b) paid up.
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https://www.hiscoxgroup.com/cyber-readiness : ju<aadll
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https://www.cybersecurity-insiders.com/list-of-countries-which-are-most-vulnerable-to-cyber-attacks/ : jrzdl
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Difference in % share price breach vs

Year of Breach Industry Breach Severity _Information Type
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https://www.comparitech.com/blog/information-security/data-breach-share-price-analysis/_x<=l
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39% 47% 49%

https://www.cybersecurity-insiders.com/list-of-countries-which-are-most-vulnerable-to-cyber-attacks/ : jrzdl
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https://www.aa.com.tr/en/science-technology/turkey-malware-attacks-up-81-in-2020/2105600 :_ <!l
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https://www.ibm.com/security/data-breach : >zl
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https://www.ibm.com/security/data-breach :_xaxll
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Financial :
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https://www.verizon.com/business/resources/reports/dbir/ : Jrxdll
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https://www.microsoft.com/security/blog/2021/09/21/catching-the-big-fish-analyzing-a-large-scale-phishing-as-a-service-operation/
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DarkSide Leaks

do not need to t

Our goal is to make money, and not creating problems for society.

The FBI confirms that the Darkside ransomware
is responsible for the compromise of the
Colonial Pipeline networks. We continue to
work with the company and our government
partners on the investigation.

FEDERAL BUREAU
C/f FB' OF INVESTIGATION STATEMENT

https://blog.reddefenders.com/burglary-and-wars-without-blood/ : _xx4ll
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90% of incidents
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https://www.verizon.com/business/resources/reports/dbir/ : Jrxdll
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https://www.reuters.com/article/us-thyssenkrupp-cyber-idUSKBN13X0VW : 2l
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) Tax refund | reFid No: 085046522018 - Mozilla Thunderbird = O X
File Edit View Go Message Tools Help

LA Get Messages v /" Write ) Chat aAddress Book © Tag v =

From Australian Taxation Office < || w4 9 Reply © Reply All “' ~ Forward More v
Subject Tax refund | reFid No: 085046522018 26/02/2019, 12:00 PM
To w

Date Tue, 26 Feb 2019 04:00:19 +0000
Message ID <37E85A9E-FBOE-FOA3-A3AQ-43C727FCFEGY
User agent iPad Mail (13E238)
Received from NN O u by

Australian Taxation Office Transaction Confirmation : Z78448458 - (Please retain for your records)

Juaaill o ge G dallial Jila
Tax Scams ﬁ)"bﬂ Hi,

Complete ATO Refund Form to receive your refund online.

-have your credit/debit card ready
-follow the instructions on your screen

Note : A refund can be delayed a variety of reasons, for example submitting invalid records or applying after deadline.
Transaction Details:

- Overpayment TAX 2017/2018

- Amount Refund : $247.82 AUD

- Receiver Email: |
- Payment Method: Online Credit/Debit Card

You may wish to save or print this email confirmation for your records.

Australian Taxation Office Working for all Australians © Commonwealth of Australia
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Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without

our decryption service,
Payment will be raised on_ Con i Rbcover My Files?
51672017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
A28l) s g yad .-. = But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
k Also, if you don’t pay in 7 days, you won't be able to recover your files forever.
Ransomware Attac : 2l We will have free events for users who are so poor that they couldn’t pay in 6 months.

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

AT S nvss W s Dans e NI D uns

512002017 00:47:55

Time Left

Send $300 worth of bitcoin to this address:

bitcoin

Y [12t9YDPgwueZ9NyMgw519p7AABisjré SMw
e  Creckpamen: MM Deom |
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https://hamedalfaisal.notion.site/e890283ba83843a19dbb4ed3fb0fcaac
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